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Q.l Attempt the Following Questions:

l" What is wrong about AMI?
a) An Arnazon Machine lmage lAMI) providcs the information

required to launch an instance
b) It is not necessar)/ to specify an AMI when you launch an

instance
c) You can launch rrultipie instances fiotn a single AMI when

1'ou need rlultiple instanccs rvith the same configr-tration

d) You can Lrse diff'erent AMIs to lar-rnch instances rvhen you
need i n stances'uv ith d i l1'eren1 con fi gurati ons.

2. What are the ar-rthentication in AWS
a) l,rserNarlei'Passrvord
b) Acccss Key
c) Acess I(eY,rSessioll I okert
d) All o1'the above

3. Which olthe fbllorving in not a AWS cloud platform services
a) Analytics
b) Nelworking
ct Mohilc Scrr iecs

d) lnlernet of Things

4. You r'vant to set up a public rvebsite on AWS. Your requirelrents are
as tbllows:
You want the clatabase and the upplication server running on AWS
VPC.You wai-rt the database to be able to connect to the Internet,
spres:iflsr11t' fbr patch irpgrades.Yor-i do not want to receir.'e an1,

incoming recluests fiorr the Internet to the darabase. Which olthe
lbllorving solutions ii,oLrld best satisii all the above recltiirerrents fbr
this pianned pLrblic AWS rvcbsite'i Choose the cor-rect answer lionr the
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a) Selup the tlatabase in a private subnet with a securtry grotlp

rvhich only allorvsoutbound trafflc'

b) Setup the database in a public subnet r'vith a secttrtty group

rvhich only allor'vsinbound traf fic'

c) Setup the iatabase in a local data center and use a private

gatewa)' to connecl theapplicalion to the databa-qe'

5.

d) SetLrp the pLrblic rvebsile on a prrblic subtret anclsel 
lO 1]l: ,-

clalabase in a privatesubnel r'vhich collllects to thc ltrterllet vta

a NAT lllstance.

YoLr rtced to ensure tllat instar.rces in a private sr'rbnet can access the

lnternel. 
'1 he solutiot-t shoLrld be highly available and ensure less

rnainte,a.ce overheacl. Which ol'the iollorving rvould ideall.v flt this

recl Lrirernent?

a) I lost the NA I' iustance in the private subnet'

b) Host the NAT instance in the public subnet'

,,) Ur" the l'lAT Gater'vay in the private srrbnet

tl l tJse the NAT Gateway in the public sr-rbnet'

A company has assigneci tr'vo 
"r'eb 

serverrs instances to an ElasLic ['oad

[]alancer. I [r,t""u*r, the irrstances anri the I.rt-U are nr-il reachable via

LII{L to thc elastic load balancer serving the web app data fiom the

EC2 instances. llow rnight you resolve the issr"re so that your instances

are serving the web app datato the pr-rblic lnternet'/ Choose the correct

answer fion-r the options given bcloiv'

a) Attach an lnternJ Gatervay' to the VPC ancl rortte it to the

sr-rbnet.

b) Adcl all lrlastic IP acldress tr: the instlrncc

c) lJse Amazon Ulastic L'oad flalancer 10 serve requcsts to your

instances located in the internal subnet'

d) None of the above

An application consists olthe fbllorving architecture:

a. ECl2 lnstances in multiple AZ's behind an Fll-B

b. I"he ECl2 ltlstances are launched via atl Auto Scaling Group'

c. 'lhere is a NAT instance whioh is used so that instances can

dorvnload trpdates frorr the [trlernet'

Wt-ri.t-l of the following is a bottleneck in the zrrchitecture?

a) The ECl2 lttstances

b) I'he ELB
c) 'lhe NAI'Instance
d) 'l'he Aulo Scaling GrouP

A Solulions Architect is desigrring nn onlirle slropping application

running in a VPC orr E,C2 tnstanctibehind an E'l-B Appiication l-oad

Balancer. '1'he instances run in an Auto Scaling groLlp acfoss multiple

Availability Zones' The application tier urtst read and rvrite data to a

custolrlelia,laged database cluster' l'here should be no access to the

cjatabirse fl'orn the lnternet. bLrt the clustel' must be able to obtain

sottr'vare patches fiorn the Internet' Which VI'C design meets these

reclu irenlents'7'a)Prrblicsubnetsfbrboththeapplicationtieralldthedatabase

cl uster

b) Public subr,ets 1or the application tier' arrcl private sr-rbnets for

the clatabase cluster

c) Pr-rblic subnets fbr the application tier and NA'i' Ciateway' and

private subnets fbr the database cluster
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Pr-rblic subnets lor the application tier' ancl private sr:bnets f"or

the tlatabase clusterand NAT Gateway
d)

g.Whichloacjbalancerprovitlesbasicload6olnncin$acr.ossr-nultiple
,\tnltzoll E( I irrstlnces"'

a) APPlication l'oacl Balancers

b) Netrvorlt Load Ilalancers

c) Storage Load IJalancers

d) Classic l,oad Balat-rcers

10. You have created yollr owll VPC and suhnet in AWS and launched an

instance in that ,utr.t. On attaching an Interllet Gateway kr the VPLI'

vollseethattlreitlstancehasapubliclP.T]rerclutetirb}eisshorvn
below:.[heinstancestillcannotbereachedfiorrrthelnternet.Whichol.the

below changes need to be rrrade to the route table to ensure that the

issue is lesolvecl'l

a) Acld the lbllorving entr,Y to the |oute table 0'0'0'0/0 Intcrnct

(jate\\ra,Y

b) Mocliiy the above route tatrle l0'0'0'0i 16 lnternet Calervay'

.j ndd tlie lbllorving enlry to the t"oirte table I0'0'0'0/I6 -

>internet GatervaY

d) Aclcl the follorving enlry to the route table - 0'0'0'0/16-

co4 1.2"3.6

co3 1,2.3,6

u

,

--lnternet CiatewaY

Q.2 Attempt the follorving qucstions

l. Deilrrc Alttazttt lAN4 s*r'r'ices'i

2. is a colltpLlte service that lets yotl rtln code without

provisioning or lranaglnll sel'vers

3. llcl'rne '\;lti,l,:tltt R1)S'r

1. DefirTe is Atnazon VPC'

5. What do you lnean by Arr-razon EBS'

Q.3 Attempt (Any 4) from the follorving questions'

l.E'xplainAWSEl-I]rvirhitstypesandworkingrvithsuitablediagraln

2" Explain AWS ltegion.Avaliablity Zones'Data Center rvith suitable

diagratn

3'ErplainAtlazonRDSinVirtLralPrivateCloudrvithsrritablediagratl.

l.Ilxplaintheworkirrgol.AWSALrtoScalingl.eatureslvitlrsuitable
diagram

S.Whatarethefbur-rdationalservicesolAWS?Explainanyoneindetail
rvith suitable cliagratr.

6. tirplain NAf in VPC Netrvorking rvith suitable diagranr
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